
« Trust is good,
control is better! »

Vector Security Consulting S.A

Our services

Info@vectorsecurity.ch
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Who we are
 Vector Security Consulting S.A is an independent Swiss company specialised in auditing 

and strategic and operational consulting in information security. 

 We assist our clients in accomplishing their mission by assessing the risks inherent in 
their activity in order to help them implement a risk management strategy during IT 
projects and organisational initiatives. 

 Our experience in the financial and industrial sectors, acquired over the last 15 years, 
allows us to assist you with risks and security management, in a manner that meets the 
specific needs of your business.

 VSC, professionals certified by the following recognised organisations:
 risk management (ISO 31000, M_o_R, CRAMM,)
 audit (ISACA – CISM - CISA) , CobIT
 security (ISC²,CISSP), ISO 27001 Lead auditor
 IT Service Management (ITIL), IT process management.

 These certifications, as well as our rigorous methodology and focus on best practice 
constitute the guarantee that attests to the quality and reliability of our work, all the 
while ensuring the expertise that is the hallmark of our reputation.
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CA

Direction IT

Direction Opérationnelle

Swiss law, Olico, Bâle II, CFB, SOX 

CobIT – NAS 890

International Standard Organisation:

ISO 31000 – ISO 27002x 

Procedure / work instruction

Strategy aiming at creating a vision

Risk analysis, 
audit and control objectives

Regulations

Norms and standards

Best practices
Sécurité ISO 27001(17799) – CBK Common Criteria

Business continnuity management (BS 25999)

IT Service Management

Risk Mgmt.
Image risks (reputation, product, etc.)

Operational risks (process, transaction, etc.)
Regulatory risks(LPD, PI,CO, etc.) 

Human resource risks(fraud, etc.)
Computer linked risks (unavailability, veracity, etc.)

Environmental risks (fire, etc.)
Risks linked to services and partners Im
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Probability

Our approach:
Mapping risks and implementing controls and corrective measures for the entire company or by business 
process according to the chosen strategy and regulatory demands.

ERM « Enterprise Risk Management »

Projects, certification or simply innovation!
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Our services:

 Over and above the security of equipment and IT infrastructure, the lifecycle of a company's assets 
largely depends on the protection of information and expertise. Controlling your critical business 
process will allow you to anticipate issues and ensure the seamless continuity of your activities.

 VSC has developed a full offer of services and support in the area of information system security 
integrating organisational, technical and behavioural componants.

 We set ourselves apart through our tested methodical approach, allowing us to build transversal 
recommendations.Our services fully integrate the human factor with security challenges and we 
base our work on standard references and best practices : 

ISO 31000 (ORM) - COSO & CobIT - ISO 27001:2005 /ISO 20000 – ITIL Service Management

 The clear benefits of working with us include:

 a tailored solution that fully meets your company's needs.

 a cost-effective approach, substantially reducing service costs

 assisted guidance of the security process thanks to our simple and easy to use tools
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Our service (next)
 Our specialties: 

 Audit, consulting on physical and logistical security 
 Audit flash « snapshot » destined for PME, PMI – Compliance
 Support in developing requests for proposals for products and projects
 Audit reports (board summaries)
 Company directives, security policy, updating of documents and procedures. 
 Legal advice on information security (archiving, data protection, contracts) 
 Creating a Business Continuity Management plan
 Managing intrusion/incursion tests, vulnerability assessment
 Investigation of incidents, forensic computer crime analysis
 Training in IT management and auditing techniques

 Guidance on security processes
 Assistance with project management
 Legal advice

Organisational advisory services
 Technical security policy
Communication policy

 ISO 31000 (Operational risk management) ; 
 27001:2005 (Security management) ; 
 BS 25999 (Business Continuity Management); 
 ISO 20000 (Management standards in IT services); 
 COSO & CobIT (Referential internal control and computerised auditing); 
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Issues

 Your internal resources cannot always handle these challenges alone. 

 That is were we come in as a trusted partner, providing in-depth expertise in key sectors 
and able to translate these competencies in a relevant manner. 

 We would like to be that partner and assist you with your projects and strategic process.

 We look forward to seeing your at one of our seminars soon.
 Do not hesitate to contact us for any questions in regard to our services.

Info@vectorsecurity.ch 
« +41 22 700 21 76 » 
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